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This communication introduces a comprehensive theory for process security assess-
ment. The theory can quickly provide mathematically proven upper and lower bounds on
minimum time to disaster (the time disaster conditions will be reached in worst-case
scenarios). Computational efficiency and reliability are achieved by performing process
security assessment based on a time-derivative–based approach, rather than conducting
massive process dynamic simulations. Further, the methodology enables prioritizing the
process variables critical to plant security. This facilitates pinpointing the possible
reasons of a security-threatening situation, quantifying the importance of each distur-
bance factor on the system’s vulnerability, and creating a prioritized list of improvements/
counteractions for ensuring process security. Two runaway reactor examples are studied
to demonstrate the methodology for security-threat analysis. © 2004 American Institute of
Chemical Engineers AIChE J, 50: 2187–2202, 2004
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Introduction

Shortly after the national tragedy of September 11, 2001, the
Center for Chemical Process Safety (CCPS) under AIChE
developed a security vulnerability assessment (SVA) method-
ology (CCPS, 2002). Soon after, the National Institute of
Justice, in collaboration with Sandia National Laboratories,
introduced an extended SVA methodology to quantify the
security degree of chemical facilities (NIJ, 2002). The two
methodologies use “the best judgment of security, safety, and
other appropriate professionals,” and permit the comparison of
security levels of facilities and the prioritization of security
enhancement efforts. The methodologies are systematic, al-
though essentially experience based. They have been widely
adopted by chemical plants. Nevertheless, a very recent report
by U.S. GAO (2003) indicates that “the extent of security
preparedness in chemical facilities” is currently “unknown.”

Chemical plant security consists of three main components:

physical security, cyber security, and process security. Al-
though the first two can be ensured through improving plant
infrastructure and management, and thus are technically rela-
tively simple, the last one must quantify the relationships
between process operation and process security and therefore is
fundamentally and technically very complicated. Note that no
fundamental method can hope to prevent the consequences of
a bomb being dropped on the facility. However, the inherent
vulnerability of a process in cases of sabotages and accidents
can be reduced by developing better-designed processes. As
such, process security is mainly concerned with these techno-
logical attacks by adversaries who have sufficient technical
background on production. Such attacks are completely unex-
pected, complex, multiscaled, and can be very destructive.
Thus, the most challenging tasks for process security are: (1)
how to rapidly and precisely assess process security, and (2) if
not secure, how to quickly identify effective actions to eliminate
or otherwise mitigate the security threat(s). It was recently
suggested by Lou et al. (2003) that process security should be
a separate subject of interest, under a broader umbrella of
safety methodologies. The goal of process security studies is
the design of secure processes through use of rigorous and
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deterministic simulation-oriented methods, as it is also ac-
cepted in this work.

Process safety is a mature area, and numerous safety tools
are already available. Because safety and security are very
closely related, some of the existing safety tools can be applied
to the security problem. Although the exact relationship be-
tween safety and security is a subject of debate, it is quite often
true that improving safety implies improving security, and vice
versa. However, a safe plant is not necessarily secure, given
that the safety problem regards only accidental occurrences,
whereas the element of harmful intent also has to be considered
in evaluating security.

Further, existing safety tools are either qualitative or prob-
abilistic. Hazard and Operability (HAZOP) (CCPS, 1992) is an
excellent method for qualitative analysis based on experience.
There are also many index-based methods, such as the Proto-
type Index for inherent safety (Edwards and Lawrence, 1993)
and Inherent Safety index (Heikkila et al., 1996). Although
producing quantitative results, these indices are not based on
rigorous modeling studies, but are typically based on heuristics.
Risk-assessment methods, such as event tree/fault tree ap-
proaches, form the most mathematical branch of safety assess-
ment techniques; they are also probabilistic. In the matter of
process security, a low probability of occurrence is not a
sufficient condition for security because the consequences can
be easily catastrophic.

Also, the similarity of purpose between inherently safer
design and process security should not be overlooked. The
ultimate goal in both studies is to design systems that are not
subject to risks, whether these are safety risks, environmental
risks, or security risks (Hendershot, 2003). The solution meth-
ods, however, are significantly different. Inherently safer de-
sign strategies are based on checklists or structured brainstorm-
ing tools (Palaniappan et al., 2002) that promote creativity but
are qualitative, and risk-assessment methods that are probabi-
listic. The methods of process security, however, are proposed
to be rigorous optimization and simulation methods that are
both quantitative and deterministic (Lou et al., 2003).

There is a major void of security analysis tools, based on
process system science, that can produce reliable evaluations of
process security of a given plant. Clearly, the development of
an exact security science should be considered as a challenge to
the chemical engineering community. Such a methodology is
an absolute necessity in the face of the recent exposures of the
vulnerabilities of conventional risk-assessment methods. Need-
less to say, development of process security tools is an urgent,
but also long-term project.

Recently, Lou et al. (2003) defined process security from the
perspective of process operation, and outlined the difference
between process safety and process security. Furthermore, they
introduced a process operational zone classification method
and a process security index. In their method, however, deter-
mination of a process security level requires extensive, time-
consuming dynamic simulations. This is impractical for large-
scale problems. Also note that the available process simulators
are incapable of modeling the types of malfunctions/distur-
bances that lead to disaster scenarios; thus simulation studies
can rarely achieve reliable estimations of worst-case scenarios.

Very recently, Uygun et al. (2003) introduced a novel pro-
cess security analysis method: the �-analysis. By this method,
the time derivatives of a plant dynamic model are investigated

directly. This allows quick estimations for the minimum time
that the process will go to disaster under a security threat. In
this regard, a mathematical definition of process security was
introduced and the process critical time measure was devel-
oped. It is proven that process critical time is an underestimate
of the actual time the process will take to go to disaster in a
worst-case scenario. Process critical time, therefore, forms a
sufficient, but not necessary condition for the process security
of a given plant. Note, however, that the process critical time
measure is an underestimation based on the worst-case sce-
nario. Therefore, the estimations on process security tend to
exaggerate the severity of the situation.

In this work, a comprehensive theory of process security
assessment will be introduced. First, it will be proven that the
process critical time can be used as sole decision criterion for
single-state systems. For multidimensional systems, the secu-
rity limit time will be introduced as an upper bound for the
actual minimum time to disaster. Calculation of an upper
bound, along with the above-mentioned lower bound, enables
the evaluation of a confidence interval for the minimum time a
process will go to disaster in the worst-case scenario. This
allows a thorough assessment of process security vulnerability,
and facilitates conclusive decision making about the process. In
development of security limit time, a definition of synergistic
variables will be introduced. It will be mathematically con-
firmed that for synergistic variables, the security limit time is a
valid upper bound. Furthermore, a systematic threat-analysis
methodology will be developed, which uses the �-analysis
technique for identification and analysis of possible security
threats and their sources. A number of new security-related
criteria will also be introduced. These facilitate the analysis,
quantification, and prioritization of the sources of security
threats, and the identification of possible security enhancement
methods. Two examples will be studied to demonstrate the
method introduced, as well as to describe the details of security
modeling.

Process Security Modeling

In this work, it is assumed that a process security model is
available and is in the following form

dy/dt � f�y, u, d� (1)

where y is the vector of system variables; u is the vector of
manipulated variables; and d is the vector of disturbances.
Vectors u and d are together designated as the inputs. Note that,
in a security-threatening situation, both manipulated variables
and disturbances may be the causes of security threat.

Also note that the nominal operation point of the system is
described by vector y0. For a continuous system, determination
of the nominal point is obviously given by the steady-state
operation. For a batch or semibatch process, the operation
undergoes several modes and thus it has no usual nominal point
concept as in a continuous system. The measures and methods
developed in this work can use any point in an operation range
as a reference point, provided it is used consistently.

In process security studies, a system model should possess
two essential properties:

(1) Property 1: Postnominal validity. The system model
should be valid not only for the normal operation range, but for
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the entire operation range up to the point of disaster. This point
is critical because certain assumptions valid in nominal oper-
ation (such as constant heat capacities and no phase-change)
will not be valid during the transition to the disaster point. The
model should be able to describe the system beyond the normal
operation as discussed by Lou et al. (2003), which could be
achieved by either a single but more complex model or a
multitude of simple models each valid within a certain range.

(2) Property 2: Correct identification of vulnerable vari-
ables. Regular process models consider only a few variables as
possible disturbance sources. In process security, many system
components can be malfunctioning or under adverse control,
and thus they have to be accounted for in the model. To achieve
this, a basic requirement is creating a list of vulnerable and
invulnerable variables.

In a process model, the system dynamics is described by a
number of governing equations, as exemplified in Eq. 1. When
a conventional model is being adopted for use in process
security studies, the differences in the fundamental assump-
tions for process security should be noted. Some of the system
variables that were assumed to be following their governing
equations may be subject to accidents/attacks that cause them
to change abruptly. For instance the contents of a tank may be
quickly removed as a result of a puncture/hole in the equip-
ment. Such variables are exposed to direct attacks and thus are
vulnerable. For process security modeling, vulnerable variables
should be considered directly as disturbances. On the other
hand, some variables, typically intrinsic variables such as tem-
perature and pressure, cannot be directly manipulated. These
variables will be referred to as invulnerable variables because
they are not subject to direct attacks. It should be noted that the
invulnerability refers to direct exposure only; thus an invulner-
able variable can still be manipulated indirectly through dis-
turbances and manipulated variables.

Also, it is important to clarify how the disaster is defined in
process security studies. The definition of critical variables is
intrinsically related to the definition of disaster.

Definition 1: Critical Variables. In many chemical sys-
tems, a plant model consists of more than one system variable,
yet only a few of these need to be used directly to define
disaster boundaries, such as pressure. These variables are des-
ignated as critical variables. To distinguish the critical vari-
ables from the rest of the system variables, the critical variable
will be denoted as yc, and the noncritical variables will be
indicated by the subscript n as yn. The analysis methodology
developed in this work is based on a single critical variable
only. For a system with more than one critical variable, the
analysis method described here should be repeated for each
such variable. Also note that by definition the critical variable
has to be an invulnerable variable.

�-Analysis

A mathematical process security assessment theory requires
a mathematical definition of process security itself, and there-
fore these definitions are reviewed first.

Definition 2 (Uygun et al., 2003). Process security is the
ability of a system to retain secure operation when suffering
subtle attacks. The term “subtle attacks,” in this context, limits
the attention to more technologically crafty attacks, rather than
those direct and brute force attacks, such as bombing. Such

attacks are mathematically represented as disturbances (d) and
crippled control and safety systems (u) in the process security
model.

Remark 1. Note that, although disturbances and manipu-
lated variables are treated in the same way in the examples in
this work, it is possible to use the methodology developed to
analyze existing safety systems as outlined by Uygun et al.
(2003). Therefore, the two will be differentiated throughout the
text. This point will be discussed again in the Security-threat
analysis section in the definition of threat vectors.

Definition 3 (Uygun et al., 2003). A process is secure if

� � �r (2)

where �, designated the minimum time to disaster (MTD), is
the minimum time required by the process to move from the
nominal operation point to the security disaster zone; �r, des-
ignated the resolution time, is the minimum time needed for
detecting the threat, making decisions, and taking necessary
countermeasures to eliminate the threat.

Definition 4. The reference points for defining the mini-
mum time to disaster � are the nominal operation point yc,0 and
the disaster point yc,d for the critical variable. In this work, a
disaster condition is defined mathematically as

yc � yc,d (3)

The disaster condition is based on the critical variable only.
Thus, yc and yc,d are scalars.

In chemical processes, a disaster zone is characterized by
high values of critical variable(s), such as a high pressure
and/or a high temperature. The definition above, as well as
certain equations in the �-analysis method, is formulated ac-
cordingly. In applications to the problems with different disas-
ter zone topologies, these should be modified as necessary.

A more mathematical definition of MTD is given by the
following dynamic optimization problem

� � min
y,u,d

�
yc,0

yc,d dyc

fc�y, u, d�
(4)

s.t.

dyn

dt
� fn�y, u, d� (5)

y, u, d � �physical limits� (6)

The problem above is essentially a minimum-time type
dynamic optimization problem with a nonlinear system model.
Although it is possible to solve the dynamic optimization
problem directly, there are two important obstacles. First, the
solution identification process is generally quite time consum-
ing. Second, and more important, the convergence properties of
existing dynamic optimization algorithms are generally poor if
the models are nonlinear, which limits the reliability of the
results. This problem is caused by the complexity introduced
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by the time dependency, where the nonlinearity of the problem
may cause a variety of convergence problems.

The principal idea in the �-analysis is to investigate directly
the time derivatives of system dynamic equations, rather than
to go through a time-consuming integration process. This sim-
plifies the optimization problems, thus substantially improving
both convergence and computational efficiency.

Definition 5 (Uygun et al., 2003). The process critical time
� is a worst-case estimate of �, defined as

� �
�yc,d � yc,0�

�
(7)

where

� � max
y,u,d

fc�y, u, d� (8)

s.t.

y, u, d � �physical limits� (9)

Note that fc � dyc/dt is the speed of the system moving from
one state to the other. Because the derivative cannot exceed �,
the system cannot move from the nominal point (y0) to disaster
in a time interval shorter than �. Therefore, � is an underes-
timate of the actual minimum time to disaster (�) (that is, � �
�), provided the maximization problem is solved to globality.
A detailed proof was provided by Uygun et al. (2003).

Remark 2. � is defined as the maximum of the time-
derivative function, given that security-threatening events fre-
quently occur at high temperatures and pressures. For different
cases, alternative formulations described by Uygun et al.
(2003) can be used.

Remark 3. The physical limitations given by Eq. 9 in
Definition 5 are critical to the solution of the optimization
problem because the solution will be very likely bounded by
these variable limits. That is, at least some constraints will be
active at the optimum and thus have a significant effect on �.
Therefore, they should be determined carefully and precisely.

Remark 4. In certain cases, it is possible that some addi-
tional constraints exist, such as property estimation correla-
tions. It is also possible that the physical limits on variables, as
defined by Eq. 9, cannot be stated as simple bounds in the
optimization problem, but have to be imposed as more complex
constraints. Such constraints should be added to the �-analysis
problem as additional constraints. The second case study ex-
emplifies this situation and clarifies some important aspects of
process security modeling.

Enhancing accuracy

In calculation of process critical time, the time derivative is
approximated by its maximum value in producing a lower
bound on MTD. This approach is similar to applying single-
step Euler integration, and therefore is not very accurate. Nat-
urally, the accuracy can be improved by using multiple steps.
The principal idea is to partition the output zone of the critical
system variable into subregions, and to evaluate separate val-
ues of critical time for each subregion. The process critical

time will then be simply the sum of subregional critical times.
A mathematical representation of this accuracy enhancement
method is given below

� � �
i�1

n

�i (10)

where

�i �
�yc

�i (11)

�yc �
�yc,d � yc,0�

n
(12)

and

�i � max
y,u,d

fc�y, u, d� (13)

s.t.

y, u, d � �physical limits� (14)

yc � � yc,0 � �i � 1��yc, yc,0 � i�yc� (15)

where n is the number of subregions that is indexed by super-
script i. As the number of regions increases, the accuracy will
also increase.

Lemma 1. If the � value is zero or negative for a subregion,
then the process is secure.

Remark 5. If the � value cannot be positive, then it is
impossible for the system to have an increase in the critical
variable beyond the current level. In other words, the disaster
zone is not reachable. According to Definition 3, a disaster
condition can never be reached and thus the process is secure.
In this case, the process critical time is considered to be
infinite.

Theorem 1. Process critical time will be equal to the actual
minimum time to disaster (�), if a sufficiently large number of
subregions are used for a single-state system that is defined by
a single differential equation.

Proof of Theorem 1. Equation 4 with a single system
variable can be written as

� � min
yc,u,d

�
yc,0

yc,d dyc

fc�yc, u, d�
yc, u, d � �physical limits� (16)

Note that the constraints in Eq. 5 do not apply because there is
only one system variable.

For a system with n subregions, Eq. 16 can be rewritten as
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� � min
yc,u,d

�
yc

i,min

yc
i,max

dyc

fc�yc, u, d�
(17)

where the integral bounds are given by

yc
i,min � yc,0 � �i � 1��yc (18)

yc
i,max � yc,0 � i�yc (19)

�yc �
�yc,d � yc,0�

n
(20)

At the limit, when n 3 �, yc
i,min � yc

i,max � yc
i . The

important point is that, because there is only one single system
variable and yc

i is practically fixed by the subregion partition-
ing, the only degree of freedom in fc is the input variable
vectors, u and d. Therefore, for a single-variable system, it can
be stated as

fc� yc
i , u, d� � fc�u, d��yc�yc

i (21)

Accordingly, the integral may be simplified as

�
yc

i,min

yc
i,max

dyc

fc�yc, u, d�
�

�yc

fc�u, d��yc�yc
i

(22)

Also, the system variable yc is no longer a decision variable.
Therefore, substituting Eq. 22 into Eq. 17 yields

� � min
u,d

�lim
n3�

�
i�1

n
�yc

fc�u, d��yc�yc
i� (23)

In Eq. 23, the solutions of the terms in the summation are
independent of each other, that is, the value of derivative
obtained at i does not affect that obtained at i 	 1, and so on.
This is true because there are no additional system variables
that can create any correlation. Hence, in Eq. 23, the minimum
of the sum equals the sum of minimums

� � lim
n3�

�
i�1

n

min
u,d

� �yc

fc�u, d��yc�yc
i� (24)

or, alternatively,

� � lim
n3�

�
i�1

n
�yc

max
u,d

fc�u, d��yc�yc
i

(25)

The maximum term in the denominator is the � term in Eq. 13.
Substitution of Eq. 13 into Eq. 25 yields

� � lim
n3�

�
i�1

n �yc

�i

(26)

According to Eqs. 10 to 15, this is equal to the process critical
time. Therefore, for a single-variable system, if a sufficiently
large number of subregions is used, then

� � � (27)

f
Remark 6. Theorem 1 works because an infinite number of

subregions equate to discretizing the system equations and
solving them as algebraic equations. However, the discretiza-
tion is made on the system output (dependent) variable rather
than the time (independent) variable. Multiple system variables
require a discretization along all the system variables. This will
exponentially increase the number of subregions, and in turn,
the number of optimizations to be solved, which is thus im-
practical. An alternative method for tackling multivariable sys-
tems will be outlined in the following section.

Security Limit Time

A primary objective in this work is to develop a valid upper
bound to � to complement the lower bound outlined above. An
obvious upper bound is nominal operation, which means the
process never goes to the disaster zone; thus the upper-bound
time is infinity. Naturally this estimate does not provide any
information. The necessity here is to create an upper bound
such that we can claim “in the worst-case scenario, the process
will reach the disaster zone in less time than the upper bound.”

In evaluation of process critical time, all system variables
(except the critical variable) are treated as vulnerable variables
as a consequence of the worst-case scenario assumption under-
lying the analysis technique. Obviously, this is not valid for
invulnerable variables that follow their governing equations.
For multisystem-variable problems, this approach results in
exaggeration of the calculated � value. Thus, � is valid as a
strict underestimate of the minimum time to disaster. However,
it is possible to use the same method to create an upper bound
so that a confidence interval can be created for the actual
minimum time to disaster for the process. The definition of
synergy is necessary to accomplish this task.

Definition 6. Synergistic variables are variables for which
the following relationship is true

�
D

fcd yc � �
D


fc�yn�yn,0dyc � y, u, d � �physical limits�

(28)

where yn designates the vector of noncritical variables; D and
D
 stand for the quickest paths (with respect to time) to the
disaster. Note that the paths may be different because there is
an additional constraint in the latter case.

Remark 7. Equation 28 can be effectively stated as “the
average value of the derivative function, in transition to disas-
ter, does not increase when the noncritical variable is fixed to
its nominal value.” Basically, synergistic variables form inher-
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ent positive-feedback loops with the critical variable that may
lead to instability. It should be underlined that this synergy is
not desirable from the viewpoint of safety, security, and control
because it is a possible source of instability. Therefore, “syn-
ergy” does not have the usual positive meaning in the context
of this work.

A simple example of synergistic variables is the temperature
in a reactor (yc) and the temperature in the cooling jacket (yn).
In many cases, the synergistic variables in a system are obvious
and can be determined without any mathematical analysis.

Definition 7. The security limit time is calculated by

�s � lim
n3�

�
i�1

n
�yc

�s,i (29)

where

�s,i � max
y,u,d

fc�y, u, d� (30)

s.t.

y, u, d � �physical limits� (31)

y � y0 (32)

yc � � yc,0 � �i � 1��yc, yc,0 � i�yc� (33)

�yc �
�yc,d � yc,0�

n
(34)

A more compact and equivalent statement is

�s � �
yc,0

yc,d d yc

max
y,u,d

fc�yn�yn,0

y, u, d � �physical limits� (35)

Theorem 2. The security limit time �s is a valid upper bound
on the actual minimum time to disaster, provided the noncrit-
ical variables are synergistic variables.

Proof of Theorem 2. Note that Eq. 4 describes the quickest
paths in Eq. 28. Accordingly, Eq. 28 can be equivalently stated
as

min
y,u,d

�
yc,0

yc,d dyc

fc
	 min

y,u,d
�

yc,0

yc,d dyc

fc�yn�yn,0

(36)

Also noting the general inequality

min
y,u,d

�
yc,0

yc,d dyc

fc�yn�yn,0

	�
yc,0

yc,d �min
y,u,d

1

fc�yn�yn,0
�dyc (37)

Thus, combining Eqs. 36 and 37 yields

min
y,u,d

�
yc,0

yc,d dyc

fc
	�

yc,0

yc,d �min
y,u,d

1

fc�yn�yn,0
�dyc (38)

Finally, using the definitions in Eqs. 4 and 35, it can be stated
that

� 	 � (39)

f
Remark 8. According to Eq. 39 and Definition 5, we have

� 	 � 	 �s (40)

Thus, the process critical time and the security limit time bound
the minimum time to disaster.

In certain cases, Eq. 28 can be verified without rigorous
mathematics, as the relationship between variables makes ob-
vious. When this is not possible, Eq. 28 is not easy to prove
mathematically. In such cases, an alternative condition will be
defined that is easier to determine based on direct analysis of
the derivative functions.

Definition 8. Strictly synergistic variables are variables for
which the following relationship is true

� 
fc


 yn
��
 yn


 yc
� � 0 � y, u, d � �physical limits� (41)

where the yn designates noncritical variable(s).
Remark 9. Equation 41 can be summarized as “the syner-

gistic variable increases (decreases) with an increase in the
critical variable, and this increase (decrease) further increases
the critical variable.” In effect, as will be proven below, this
requires that the value of the derivative function is always
smaller (or unchanged) when the noncritical variable is fixed to
its nominal value. Note that in Definition 6, the inequality is
required only on the average values. Thus, Definition 7 is much
more strict compared to the original definition.

Lemma 2. A strictly synergistic variable satisfies synergy con-
dition.

Proof of Lemma 2. We focus on the single noncritical
variable case first. In this case, the system is considered as

d yc

dt
� fc�y, u, d� (42)

d yn

dt
� fn�y, u, d� (43)

Note that yn denotes the single noncritical variable. Consider
the effect of a change of �yc on yn initially caused by a
perturbation of the inputs. This induces a total change in the
derivative function of the critical variable, given by

�fc � �� 
fc


 yn
��
 yn


 yc
� �


fc


 yc
��yc (44)
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By comparison, when the noncritical variables are fixed, the
change attributed to a change in critical variable is

�fc�y�y0 � �� 
fc


 yn
��
 yn


 yc
�

yn�yn,0

� �

fc


 yc
��yc (45)

However, because yn is fixed, the term 
 yn/
 yc �yn�yn,0
equals

zero. Subtracting Eq. 45 from Eq. 44 with this in mind yields

�fc � �fc�yn�yn,0 � � 
fc


 yn
��
 yn


 yc
��yc (46)

The strict synergy condition is

� 
fc


 yn
��
 yn


 yc
� � 0 (47)

Note that because yc,d � yc,0, in transition from nominal oper-
ation to disaster, �yc � 0. With Eq. 47, it can be stated that

�fc � �fc�yn�yn,0 � 0 (48)

Also note that, by definition

fc�yn�yn,0�y0� � fc�y0� (49)

As given in Eq. 49, the derivatives are equal at the nominal
point. By Eq. 48, an increment of �fc always exceeds the
increment of �fc �yn�yn,0

. Therefore, Eqs. 48 and 49 can be
combined to yield

fc � fc�yn�yn,0 � y, u, d � �physical limits� (50)

For multiple noncritical variables, the necessary condition in
Eq. 41 becomes

� 
fc


 yn, j
��
 yn, j


 yc
� � 0 j � 1, 2, · · ·, m (51)

where m is the number of noncritical variables.
Accordingly, in this case, Eq. 46 is slightly different, that is

�fc � �fc�yn�yn,0 � �
j�1

m � 
fc


yn, j
��
yn, j


yc
��yc (52)

Each term in the summation is greater than zero, according to
the necessary condition in Eq. 51. By following the same logic
above, it can be stated that

fc � fc�yn�yn,0 (53)

and, therefore, Lemma 2 is again valid. f
Remark 10. The above analysis, including Definition 7, is

based on the condition yc,d � yc,0. If the reverse is true, the

inequality in Definition 7 should be reversed, and the maximi-
zation problems should be modified as explained in Remark 2.

Security Threat Analysis

The security limit time (�s), along with the process critical
time (�), provide valid and reliable upper and lower bounds on
the minimum time to disaster (�). This allows performing
process security assessment for chemical systems. However,
the �-analysis method enables further analysis of the process
for a more thorough process security assessment, that is, the
quantification of the effects of each variable on the system and
the path to disaster. With respect to its purpose, this is similar
to an event tree/fault tree analysis, but is not probabilistic, and
enables quantitatively assessing the effect of each variable
directly on process security. The analysis method to be de-
scribed below first requires an introduction of input and threat
vectors.

Input and threat vectors

In the �-analysis method, the disturbances and manipulated
variables are treated similarly and are designated as the inputs.
Therefore, the input vector is defined as

z � �u
d� (54)

A more important product of this optimization problem,
however, is the maximizing values of the inputs, u* and d*.
These two vectors are combined to form the threat vector,
denoted z*. The following augmented vector form is used here

z* � �u*
d*� (55)

Remark 11. Note that in Eq. 55, all manipulated variables
(u) are considered to be under adverse control. It is possible to
let some of these variables assume normal (regulatory) control
and study the effect, which is particularly useful in test and
design of safety and security systems. These correctly working
(that is, resuming regulatory action) controls should not be
included in vector u, but imposed as constraints for optimiza-
tion. Uygun et al. (2003) discussed this point in further detail.

Note that based on the number of regions used in the
accuracy enhancement method (Eqs. 10–15), a new z* is
calculated for each subregion, which does not necessarily have
the same values. In this case, it can be stated that

z*�y� � � z*,i, � y � �yc
i,min, yc

i,max�
 (56)

where superscript i denotes the subregion in the grid and z*,i

represents the worst-case input for that particular subregion.
Equation 56 can be used accordingly to evaluate the threat
profile and simulate the system.

Remark 12. Threat vectors are particularly helpful in iden-
tifying specific trends in the threat profiles. For instance, some
variables remain constant at a maximizing value, indicating a
direct proportionality. In more complex systems, a specific
trend line, such as an oscillating input, may be detected, which
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could yield important insights about the attacks and system
characteristics.

System priority list

In analyzing the sources of security threats, it is important to
quantify the importance of each variable on process security.
The necessary information here is the total effect of a variable
on the time to disaster. The information should also be nor-
malized so that it is possible to compare the security impacts of
different variables. The method described below is basically
for solving the �-analysis problem with the variables fixed at
their nominal values. The suggested measure is the significance
as defined below.

Definition 9. The effect of a certain variable on the system
security is referred to as the significance, and is defined as

�x �
�x � �

�
(57)

Here, �x is the value of the process security time obtained when
variable x is fixed to its nominal value. This variable can be any
disturbance source.

The significance values relay the following information: “If
a certain variable cannot be manipulated in a security attack
scenario by the saboteurs, then the process critical time (�)
would increase by a factor of �.” Equation 57 yields the effect
of each variable in a normalized manner, so that a comparison
of the variables, as well as a comparison of different cases, is
possible. A large value of significance indicates that the vari-
able can drastically affect the minimum time to disaster. It
should be noted that it is possible to have a significance value
of infinity for a variable if (and only if) the situation described
in Lemma 1 (having a negative or zero value for �) is observed.
This situation indicates that this variable is crucial for a disaster
condition to occur. A zero value, on the other hand, indicates
that the variable is not important with respect to process secu-
rity.

One vital aspect of the significance values should be under-
lined: The significance value reflects the effect of a variable on
the critical variable, but not on other system variables. The
significance value is calculated based on the worst-case–based
assumptions; it is not a measure of the normal operating con-
dition.

Note that when the accuracy enhancement method (Eqs. 10
through 15) is used, the critical variable cannot be fixed at its
nominal value. It is possible not to use the enhancement
method and also report a significance value for the critical
variable, but this is not recommended because of accuracy-
related concerns. As a rule of thumb, it is suggested that at least
100 subregions should be used for analyzing a problem.

Another important point to note is that in calculation of
significance values, the security limit time concept is actually
being used to capture the total impact of fixing every single
variable. This enables a quick evaluation of the security limit
time based on different variables (and different assumptions)
using the priority list. Consider two system variables, yn,k, and
yn,l. If the security limit time assuming yn,k is the only invul-
nerable variable, �s � �yn,k, and the significance values for

both variables are known, then �yn,l can be evaluated by using
Eq. 57 for both significance values

�yn,k

�yn,l

�
��yn,k � ��/�

��yn,l � ��/�
(58)

Rearrangement yields

�yn,l � � �
�yn,k

�yn,l

��yn,k � �� (59)

where �yn,l is the unknown value and �yn,k is the security limit
time based on variable yn,k.

Before further discussions of the information made available
by the priority list, a number of other information matrices
need to be introduced.

Combined significance matrix and nonlinear
contribution matrix

The significance values reveal the dependency of the process
critical time on process variables. These significance values
can be used to create a linear and separable approximation to
�-values. However, the combined affects may also be impor-
tant. This effect can be quantified through a procedure similar
to that used in obtaining the priority list, by fixing two vari-
ables to their nominal values. The combined significance can
thus be calculated as

�x1x2 �
�x1x2 � �

�
(60)

where x1 and x2 are any two variables (input and/or system
variables).

Naturally, fixing a variable twice does not have any addi-
tional effect, so that

�xixi � �xi (61)

The combined significance matrix (CSM) is a symmetric
matrix where the elements in the first diagonal are the elements
of the priority list. In essence, the combined significance values
in the off-diagonal relate to the derivative with respect to the
two variables used in calculations, that is

�x1x2 � avg� 
2�


x1
x2
� (62)

Note that because the extreme points (that is, y0 and y*) are
being used in calculation of the combined significance, the
average value of the derivative, rather than the value at a
specific point, is evaluated. Accordingly, for a linear and sep-
arable system, the following relationship should hold true

�x1x2 � �x1 � �x2 (63)
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Accordingly, the CSM allows the calculation of the nonlinear
contribution, denoted as 
x1x2

, of the combined effect as fol-
lows


x1x2 � �x1x2 � �x1 � �x2 (64)

The individual nonlinear contribution values can be com-
bined to form a nonlinear contribution matrix (NCM). The
diagonal elements in the NCM are naturally zero as a result of
Eqs. 61 and 63. It is possible to evaluate the multiple combi-
nation affects as well, although these can also be approximately
calculated from the NCM. Creating variations of the NCM (by
simultaneously fixing multiple variables) is straightforward and
will not be further discussed here, but can be used as seen
necessary.

Process security assessment

In this work, five new process analysis/decision-making
criteria have been introduced: security limit time, threat vector,
priority list, combined significance matrix (CSM), and nonlin-
ear contribution matrix (NCM). These criteria can be used,
together with the process critical time, to form a security-threat
analysis methodology. This methodology can be used not only
for process security vulnerability assessment, but also for out-
lining the path for process operational security enhancement.
The following list introduces three steps of analysis, each using
a different combination of the available criteria.

(1) Step 1: Evaluate the limits. Use the process critical time
(�) and the security limit time (�s) to evaluate the limits of the
actual time to disaster (�). If �s � �r, then the process is not
secure. If � � �r, then the process is secure. Other scenarios are
inconclusive.

This analysis forms the core of the fast security assessment
theory introduced in this work and is applicable, provided an
appropriate security model is available. It enables quick pro-
cess security assessment (one complete evaluation typically
takes �1 min); thus, it is practical to run different scenarios for
sensitivity analysis. This property can be used, for instance, to
test and design control/safety/security equipment by running
scenarios where some of the equipment is working and observ-
ing their effectiveness in preventing disasters.

(2) Step II: Investigate the threat. The threat vector and the
priority list enable identifying the sources of security threats
and quantifying the importance of each. The priority list quan-
tifies the direct effect of each variable on process security, and
therefore facilitates understanding of the factors that are im-
portant in process security, rather than relaying on information
about how this effect is realized. The threat vector, on the other
hand, is used to observe any unusual correlations and trends in
the process variables as the system moves toward a disaster
point. Such trends will not always be observed; they can
convey crucial information in terms of system vulnerability.

Together, the threat vector and the priority list help under-
stand how various factors and variables affect the system. The
priority list is by default a hierarchical list of what to do in an
emergency because a variable with great significance indicates
that its control considerably slows down the transition to di-
saster. The threat vector and the priority list can also be used
to eliminate the variables that have no or little importance for
further security studies. Further, the priority list can be used as

a starting point for designing a more secure process, and/or
retrofitting existing systems, which of course is the ultimate
goal in process security studies.

(3) Step III: Identify combined effects. It is possible that a
certain combination of variables account for security risks in
operation. For instance, for an exothermic reaction with two
reactants, the reactant concentrations are likely to be significant
factors, but this effect will be observed only if both reactants
are in abundance. CSM and NCM can be used to observe such
correlations. Significant entries in the NCM should be taken
into consideration during process design as well.

The three-step procedure above facilitates maximum use of
the information gathered by the security threat analysis
method. Naturally, Step 1 is the primary component of security
assessment, but as elaborated above, the other two steps convey
very important information about the vulnerabilities of the
system. This enables a thorough analysis, thus improving sys-
tem design.

The security assessment method introduced offers the pri-
mary advantage of producing quantitative evaluations based on
the process model, which is not offered by commonly used
safety techniques. The evaluations are computationally effi-
cient; thus, this method is much faster compared to simulation–
optimization-based strategies.

Case Studies on Process Security

To demonstrate the efficacy of the developed security as-
sessment methodology, two examples are investigated. A pro-
cess security model derivation is also performed in the second
example, which exemplifies some of the discrepancies between
security modeling and conventional process modeling.

Analysis of a nonisothermal CSTR operation

Figure 1 shows a jacketed continuously stirred tank reactor
(CSTR) system, originally given by Luyben (1990), but with
slight modifications to render it more interesting for security
analysis. The nominal system model is given below

dV

dt
� F0 � F (65)

Figure 1. Nonisothermal CSTR with a cooling jacket.

AIChE Journal 2195September 2004 Vol. 50, No. 9



dVJ

dt
� FJ

IN � FJ
OUT (66)

V
dCA

dt
� CA

dV

dt
� F0CA0 � FCA � VkCA (67)

V
dT

dt
� T

dV

dt
� F0T0 � FT �

�VkCA

�CP
�

UAH

�CP
�T � TJ�

(68)

VJ

dTJ

dt
� TJ

dVJ

dt
� FJ

INTJ0 � FJ
OUTTJ �

UAH

�JCJ
�T � TJ� (69)

where

k � Ae�E/RT (70)

The system parameters and variable ranges are listed in
Table 1. It is assumed that this model can characterize the
system behavior in the entire operational zone. The existing
feedback control system is considered to be crippled, so the
manipulated variables are also treated as disturbances. For
process security modeling, only the reactor temperature (T) and
the jacket temperature (TJ) are considered as invulnerable
variables. Because pressure correlation is not available, the
critical variable is taken as reactor temperature (T) that, in fact,
is the primary variable of concern in a possible runaway
reaction scenario.

The �-analysis is performed using a general algebraic mod-
eling system (GAMS; Brooke et al., 1998). In evaluating the
security limit time, the jacket temperature (TJ) is taken as the
only invulnerable variable, given that the reactant concentra-
tion and the liquid volume can be altered from outside. The
process critical time (�) and the security limit time (�s) are
calculated using different numbers of regions, as displayed in
Table 2. The accurate values of � and �s are 1.71 and 73.27 s,

respectively. Such a time interval for the minimum time to
disaster indicates serious process security vulnerability. This
conclusion is in agreement with that of Uygun et al. (2003),
suggesting that the process was severely vulnerable to security
attacks based on the lower bound (1.71 s) only.

The priority list in Table 3 demonstrates that two variables,
the jacket temperature (TJ) and the volume of liquid in the
reactor (V), constitute 99% of the total significance. Interest-
ingly, the reactant concentration (CA) has a low significance
value (0.432), which indicates that a runaway reaction is pos-
sible even at the normal operation concentration. A major
result of the priority list is the information that the system
requires some initial heat to push it toward the disaster, and this
cannot be accomplished by only increasing the reactant con-
centration. A large significance value for volume (17.45) is
observed, as expected, because a low volume of materials can
be heated much more quickly, which means the initial heat
necessary for the disaster path can be introduced much more
quickly.

The jacket temperature is considered as an invulnerable
variable in calculation of the security limit time; thus its effect
(a retardation of about 71 s) is already evaluated. Because the
significance values are obtained using the same principle with
the security limit time, the priority list can be used to evaluate
the effect of postulating other system variables as invulnerable
variables. In this case, given that CA has a significance value of
0.432, the retardation attributed to fixed concentration is 43.2%
of the process critical time (�): an extra time of about 0.7 s. A
similar calculation yields the effect of V as about 30 s.

The NCM is displayed in Table 4. In the NCM, the pair of
jacket temperature (TJ) and the reactant concentration (CA) has
a very large positive combined effect, indicating that if these
two variables are simultaneously kept under control, then the
transition to disaster cannot happen before about 322 s. This
indicates that, whereas the nominal reactant concentration is

Table 1. Variable Ranges and Parameters for Example 1

Variable Name Minimum Nominal Maximum

Reactor feed flow rate (F0) (m3/h) 0 1.13 1.98
Reactor output flow rate (F) (m3/h) 0 1.13 1.98
Jacket feed flow rate (FJ

in) (m3/h) 0 1.41 2.83
Jacket output flow rate (FJ

out) (m3/h) 0 1.41 2.83
Reactor feed temperature (T0) (K) 222.22 294.44 555.56
Temperature in reactor (T) (K) 222.22 333.33 555.56
Temperature in jacket (TJ) (K) 222.22 330.33 555.56
Inlet concentration (CA0) (kmol/m3) 0 8.01 16.02
Concentration (CA) (kmol/m3) 0 3.92 16.02
Volume of liquid in reactor (V) (m3) 0.02 1.36 1.98
Coolant volume in jacket (VJ) (m3) 0.002 0.11 0.198

Parameters

Jacket feed temperature (TJ0) �
294.44 K Cp � 3.14 kJ/kg K

E � 69,780 kJ/kmol � � 800.95 kg/m3

U � 3066.3 kJ/h m2 K CJ � 4.19 kJ/kg K
AH � 23.23 m2 �J � 997.98 kg/m3

R � 8.314 kJ/kmol K � � �69,780 kJ/kmol
A � 7.08 � 1010 h�1

Table 2. Process Critical Time and Security Limit Time
for Example 1

No. of Regions � (s) �nf (s)

1 0.089 0.090
4 1.256 12.036

10 1.527 20.949
20 1.620 48.506
50 1.675 57.570

100 1.693 64.559
1000 1.710 72.509
2000 1.711 72.929

10,000 1.711 73.274

Table 3. Priority List (1000 Subregions) for Example 1

Variable Name Significance Percent Significance

Reactor feed flow rate (F0) 0.021 0.036
Reactor output flow rate (F) 0.000 0.000
Jacket feed flow rate (FJ

in) 0.000 0.000
Jacket output flow rate (FJ

out) 0.000 0.000
Inlet concentration (CA0) 0.000 0.000
Reactor feed temperature (T0) 0.051 0.087
Volume of liquid in reactor (V) 17.450 29.396
Coolant volume in jacket (VJ) 0.000 0.000
Concentration (CA) 0.432 0.727
Temperature in jacket (TJ) 41.407 69.754
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enough to realize runaway conditions, this is valid if heat can
be introduced to the system by the jacket. Otherwise, the
system vulnerability is significantly less drastic. The feed tem-
perature (T0) also has a significant positive combined effect
with jacket temperature, which confirms the previous conclu-
sion that the system needs an initial push through external heat
sources, and the reactant concentration alone is not sufficient to
drive the system to disaster conditions.

The information given by the priority list and the NCM can
have multiple uses. First, none of the inputs has any important
effect on the thermal runaway. Therefore, any safety/security
system must directly and rapidly alter the system variables: the
jacket temperature (TJ), the liquid volume (V) in the reactor,
and the reactant concentration (CA). These short stopping mea-
sures are likely to succeed, whereas conventional control sys-
tems are not. It is recommended that a rapid coolant flush
system be installed in the jacket because this can create some
significant extra time in a disaster situation, although it is not a
complete solution to the problem.

Naturally, these conclusions drawn from the priority list and
the NCM are not surprising for a simple system like this. The
advantages, however, are twofold. First, the evaluation on
process security is quantitative. For instance, the effect of
volume holdup in the reactor (V) is about 42.1% (that is,
29.40/69.75) of the jacket temperature (TJ). This renders a
quantitative security-oriented decision-making process possi-
ble. Second, the priority list and the NCM are evaluated auto-
matically. For a large and complex system, where connections
are less obvious and the conclusions are difficult to draw based
on engineering judgment, these tools allows quick filtering of
the important factors and variables to assist in decision making.

Analysis of a semibatch polymerization process

Figure 2 depicts a problem that was previously studied by
Kneale and Forster (1968). This problem was more recently
studied by Shacham et al. (2000) for process-hazard assess-
ment, which is an excellent example of using simulation for
safety assessment. The system uses the following highly exo-
thermic polymerization reaction that produces a polyol lubri-
cant starting from n-butanol and propylene oxide

C4H9OH � �n � 1�C3H6O 3

C4H9�OC3H6�nOCH2CHOHCH3 � Heat (71)

The reactor initially contains a certain amount of catalyzed
alcohol. The oxide feed is then started. A typical batch oper-

ation takes 33.3 h. In operation, a large quantity of volatile
oxides exists, which can be triggered as a security threat by an
adversary.

System Model. The original system model is given as (In-
gham et al., 2000)

dM

dt
� F � V (72)

C
dM

dt
� M

dC

dt
� F � V � r (73)

dX

dt
� r (74)

McP

dT

dt
� FcP�T0 � T� � V� � r���Hrxn� � Q (75)

where

r � kCM (76)

k � A exp��
E

RT� (77)

Mw �
M0 � X

N
(78)

Table 4. Nonlinear Contribution Matrix (100 Subregions) for Example 1

F0 F FJ
in FJ

out CA0 T0 V VJ CA TJ

F0 0.000 0.000 0.000 0.000 0.000 �0.001 0.281 0.000 0.101 17.810
F 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
FJ

in 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
FJ

out 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
CA0 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
T0 �0.001 0.000 0.000 0.000 0.000 0.000 0.673 0.000 0.023 52.887
V 0.281 0.000 0.000 0.000 0.000 0.673 0.000 0.000 11.990 15.190
VJ 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
CA 0.010 0.000 0.000 0.000 0.000 0.023 11.990 0.000 0.000 146.652
TJ 17.810 0.000 0.000 0.000 0.000 52.887 15.190 0.000 146.652 0.000

Figure 2. Sketch of a semibatch reactor system.
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Table 5 lists the notation used in the system, as well as the
system parameters and variable bounds used in this study. In
this system, the reactor pressure is the critical variable, which
can be evaluated by the following correlation

P � 100 � C�exp��
3430

T
� 11.7� � 1.45 � 10�3Mw�

(79)

In the system model, Eq. 72 corresponds to the variation of
the total mass in the reactor (M) with time. The concentration
of oxides is given by Eq. 73, where C is the oxide mass per
total mass in the reactor. The mass of oxide reacted is calcu-
lated by Eq. 74. Equation 75 enables the calculation of the
temperature in the system. The molecular weight of the poly-
mer can be calculated using the correlation in Eq. 78. It is
assumed that the system model can reliably characterize the
system behavior in the entire operational zone.

Process Security Modeling. Process security and the
�-analysis have some different requirements on the system
model. In this example, some of these differences are illus-
trated.

First of all, it is important to note that the cooling system is
modeled simplistically (the heat transfer unit, which cools
down the reactor contents through a recirculation system, is not
modeled in detail). Yet, the model is capable of predicting
malfunctions in the cooling system through changing the heat
removed by recirculation (Q).

An interesting feature of this process is the bursting disc,
which will rupture if the pressure goes beyond a limit of 800
kPa, thus allowing discharge of the oxide vapor and preventing
pressure buildup, and thus avoiding explosion. The discharge
velocity is normally a function of the system pressure, temper-
ature, and a valve coefficient (Ingham et al., 2000). For the
purpose of process security, the discharge valve and the cool-
ing system are subject to security attacks. Therefore, these
variables will be considered directly as disturbances, instead of
using their descriptions in the original model (Ingham et al.,
2000). The bounds on cooling duty are calculated, assuming
that a heat transfer unit of 200 m2 and an overall heat transfer
coefficient of 1000 W/m2�K are available.

Unlike the first example, the critical variable is not directly

defined by a differential equation. The method of tackling such
problems was outlined by Uygun et al. (2003), by which the
time derivative of the critical variable is calculated and its
correlation to the available differential equations is established.
The pressure is a function of three state variables, that is

P � P�T, C, Mw� (80)

From the chain rule,

dP

dt
�


P


T

dT

dt
�


P


C

dC

dt
�


P


Mw

dMw

dt
(81)

Combining Eqs. 74 and 78 yields the following time derivative
of polymer molecular weight

dMw

dt
�

d�M0 � X

N �
dt

�
1

N

dX

dt
�

r

N
(82)

By using Eqs. 72 and 73, the derivative for oxide concentration
will be

dC

dt
�

1

M �F � V � r � C
dM

dt � �
F � V � r � C�F � V�

M

(83)

The time derivative of temperature is already defined by Eq.
75. With the partial derivatives in Eq. 81 substituted, the
pressure can be expressed as

dP

dt
� �100 � C exp��

3430

T
� 11.7��3430

T2 �
� �FcP�T0 � T� � V� � t���Hrxn� � Q

McP
��

Table 5. Variable Ranges and Parameters for Example 2

Variable Name Minimum Initial Nominal Maximum

Reactor feed rate (F) (kg/min) 0 100 100 400
Vapor discharge rate (V) (kg/min) 0 0 1000 8000
Reactor feed temperature (T0) (K) 274 353 353 673
Cooling rate (Q) (kJ/min) 0 0 369,600 2,225,000
Mass in reactor (M) (kg) 4400 4400 89,400 800,000
Concentration of oxide (C) (kg/kg) 0 0 0.383 1
Reactor temperture (T) (K) 274 353 385 673
Polymer molecular weight (Mw) (kg/mol) 74 74 927.922 6727
Reactor pressure (P) (kPa) 100 100 675.377 3000

Parameters

Initial alcohol charge (N) � 59.46 kmol Cp � 3.14 kJ/kg K
Initial molecular weight � 74 kg/kmol E � 21,000 kJ/kmol
� � 670 kJ/kg A � 9 � 109 min�1

R � 1.987 �Hrxn � 997.98 kJ/kg oxide
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� �100 � 1.45 � 10�3C
r

N�� �100 � �exp��
3430

T
� 11.7�

� 1.45 � 10�3Mw��F � V � r � C�F � V�

M �� (84)

This allows defining the pressure directly as the critical vari-
able.

Additional Limitations. There are two additional require-
ments to use this model in �-analysis, both attributed to having
the physical limits in Eq. 79 that cannot be described directly
by the variable bounds, as also mentioned in Remark 4. Note
that in the �-analysis method, all variables are subject to
change independently of each other. However, in the model
described by Eqs. 72 through 79, the variables Mw, M, and C
are correlated because of total mass conservation, which re-
quires that

Mw � N � C � M � M (85)

If Eq. 85 is not imposed as a constraint, it is possible to obtain
a result that has, for instance, 20 tons of polymer, but a total
mass of 5 tons, which is naturally an unrealistic situation.

Another important point is that, despite the calculation of a
separate time derivative, the pressure, as described in Eq. 79, is
not an independent variable. This correlation, therefore, still
has to be imposed on the problem as an equality constraint.

Problem Formulation. The �-analysis problem for this
system, with the additions described above, is formulated as
follows

� � �
i�1

n
�P

�i (86)

where

�i � max
dP

dt
(87)

s.t.

P � �P0 � �i � 1��P, P0 � i�P� (88)

�P �
�Pd � P0�

n
(89)

P � 100 � C�exp��
3430

T
� 11.7� � 1.45 � 10�3Mw�

(90)

Mw � N � C � M � M (91)

Choice of Nominal Point. As this example is a semibatch
operation, the nominal point is not defined directly by the
operation itself. Also, choosing the initial condition as the
nominal point is misleading for process security analysis be-

cause there is no oxide in the system initially. Accordingly, a
different choice of nominal point is necessary to take advantage
of the security threat analysis methodology. For this example,
a hypothetical nominal point has been chosen (see Table 5).
This point corresponds to the maximum temperature obtained
in normal operation (385 K) as reported by Shacham et al.
(2000), and is observed to be a critical boundary, given that it
is the most probable point for divergence from the nominal
operation (as discussed below in the analysis of the priority
list). This condition is based on the situation in the reactor in
normal operation, at approximately 850 min of batch process-
ing. One exception is that, to be able to observe the effect of the
safety discharge (V), it is assumed that a disc rupture has
occurred and a discharge rate of 1000 kg/min is attained. One
important note is that the pressure in the system at this point is
675.4 kPa. In calculation of the priority list, CSM, and NCM,
this value has been taken as yc

0. Accordingly, the formula in Eq.
59 cannot be used here for direct calculation because the initial
condition used in calculation of process critical time and se-
curity limit time is different from the values used for evaluation
of significance values.

Results. The results of the �-analysis are displayed in Ta-
ble 6. The process critical time is 142 s. The security limit time,
using the molecular weight (927.92 kg/mol, the nominal value)
as the invulnerable variable, is evaluated as 1301 s, or roughly
22 min. These results indicate possible security vulnerability
for the process, but relatively mild compared to that of the first
example. The reason for not using temperature as an invulner-
able variable will be discussed shortly.

There are several interesting results for this case, which can
be observed from the priority list in Table 7 and the system
profiles in the disaster scenario in Figure 3. The temperature
has a significance of infinity, indicating that the system cannot
reach the disaster conditions if its temperature is maintained
below 385 K. This also means that the security limit time, if
temperature is considered an invulnerable variable, will be
infinite. Therefore, any security attack would have to involve
an increase in temperature beyond the normal operation limits.

Another important result, which can be obtained from the
system profiles in Figure 3, is that the molecular weight (Mw)
is kept at its minimum value, which means no polymerization
has occurred. Combining this information with the large value
of security limit time obtained with a large molecular weight
enables drawing the following conclusion: a security attack
should happen with low polymer molecular weights, below
1000 kg/mol. Note that, although inhibiting the reaction would
ensure low molecular weights, because the exothermic reaction
is the only major heat source in the system (the feed temper-

Table 6. Process Critical Time and Security Limit Time
for Example 2

No. of Regions � (s) �nf (s)

1 15.8 18.3
4 103.9 360.0

10 118.3 861.8
20 130.7 1079.3
50 137.6 1213.2

100 139.8 1257.4
1000 141.8 1296.9
2000 141.9 1299.1

10,000 142.0 1300.9
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ature is relatively minor as reflected by the significance values),
such an action would also prevent disaster possibilities. There-
fore, molecular weight and temperature form an autocontrol
pair that works to reduce inherent vulnerabilities: a security
attack would have to increase the system temperature, but
before a high polymer molecular weight is obtained, which as
a large molecular weight decreases the pressure (as a conse-

quence of the total mass conservation imposed by Eq. 91).
Although such a situation is not impossible, as demonstrated by
a security limit time of 22 min, it is obviously difficult unless
an external source of heat, not represented in the model, is
available. Also note that Figure 3 depicts that the total system
mass and concentration have to be increased gradually so as to
maximize the rate of increase of pressure.

Other entries in the priority list indicate that the discharge
rate, if the bursting disc is operable, has a very high signifi-
cance, and would normally prevent any disaster scenario. Sys-
tem mass and feed rate also have effects comparable to the
molecular weight. The cooling rate, which has a relatively low
significance, is also an important factor because of its obvious
effect on the system temperature.

As displayed in Table 8, the NCM shows that the largest
nonlinear combined effect is obtained with C and V. Because
both entries are positive, this finding confirms that the safety
discharge (V), if operable, will prevent the occurrence of di-
saster conditions. Note that if the discharge tube was too small,
which would yield a small maximum for V, the significance
value would also be much smaller, and we would be able to

Table 7. Priority List (1,000 Subregions) for Example 2
(Based on Nominal Condition)

Variable Name Significance
Percent

Significance*

Reactor feed rate (F) 1.024 8.144
Vapor discharge rate (V) 5.333 42.420
Reactor feed/recycle temperature (T0) 0.678 5.397
Cooling rate (Q) 0.491 3.903
Mass in reactor (M) 2.369 18.841
Concentration of oxide (C) 0.591 4.701
Reactor temperature (T) � �
Polymer molecular weight (Mw) 2.086 16.594

*Temperature not included in calculation.

Figure 3. System profiles for disaster scenario (Example 2, 1,000 subregions).
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detect such a shortcoming through the use of significance
values. As a comparison, when the maximum safety discharge
(V) is set as 30 kg/min, the significance obtained using this
value is 0.045, which is negligible compared to its current
significance of 5.333. Also note that because temperature (T)
has infinite significance, no combined effects can be calculated
for any pair involving the temperature. Feed temperature and
flow rate also have some significant entries, obviously as a
result of the fact that the feed can be used to introduce some
additional heat into the system.

In summary, the process demonstrates a mild vulnerability to
security attacks. It has been shown that a disaster situation will
not arise unless the temperature goes beyond the normal oper-
ation conditions. Also, it has been observed that such an attack
will be effective only with low molecular weights in the sys-
tem, which means early in the operation. The analysis confirms
that the bursting disc, if operable, would prevent the occurrence
of a disaster situation. Therefore, the basic result obtained is
that a security threat to this system would have to involve
blocking the discharge, and probably require introducing heat
into the system by additional means.

For this system, it is recommended that robust temperature
monitoring is operative, and an emergency temperature control
system (that is, a secondary heat sink) is installed on the
process. A secondary pressure relief valve would also increase
the odds of preventing a possible disaster condition. The sys-
tem temperature and the bursting disc operability are critical
and should be monitored at all times against the possibility of
a process security threat.

Discussions and Conclusions

This work has introduced a theory for fast and comprehen-
sive process security analysis and assessment. The methodol-
ogy developed using the theory introduced enables a rapid
evaluation of a confidence interval on the minimum time to
disaster and, further, an identification of the sources that can
lead to disaster. These evaluations produce a quantitative as-
sessment of the impact of each variable and, consequently,
create an ordered list of actions to take in a disaster situation.
As demonstrated in the examples, the suggested assessment
method can be applied to different systems (that is, continuous
or batch processes) with ease.

A significant component in the methodology introduced is
the security limit time. This measure is mathematically proven
to be an upper bound for the minimum time the process can go
to disaster situations, provided a synergy condition is satisfied.
As demonstrated earlier in the case studies, security limit time
produces reasonably tight upper limits for the actual time to
disaster. Combined with the process critical time that is a

proven lower bound, the security limit time measure enables
estimation of a guaranteed interval for the actual worst-case
scenario, thus allowing a reliable process security assessment
for a system.

Also, the priority list introduced allows a quantitative com-
parison of the effect of all variables, in terms of significance to
process security, on the system in disaster conditions. This will
also help develop security monitoring and counterattack mea-
sures. To complement the priority list, a nonlinear contribution
matrix (NCM) was introduced. This matrix consists of nonlin-
ear effects of the combined change of any two variables on the
system. This additional information allows much more accu-
rate assessment of the security vulnerabilities, given that any
nonlinear effects not evaluated in the priority list can be cap-
tured by the NCM.

To use the introduced tools and measures, a three-step se-
curity vulnerability assessment procedure was suggested. This
procedure provides a comprehensive analysis of a system in
terms of process security, as well as providing a pathway for
designing process security enhancement systems. Although an
industrially usable interface is not available at this time, the
systematic procedure introduced here presents a complete
foundation, and the development of such a tool is merely a
technicality. To this end, a prototype security assessment soft-
ware, based on the examples presented in this work, is being
developed (Piluso et al., 2003).

Because of the ease of use and low computational require-
ments, the developments introduced in this work are particu-
larly attractive in assessing the security vulnerability at the
plant level. Because mathematically proven upper and lower
bounds are evaluated, a reliable process security assessment
can be accomplished. The �-analysis technique enables replac-
ing extensive simulation studies, which are extremely time
consuming and typically not reliable because of the limitations
of the commercially available simulators in modeling security
threat scenarios, with a quick and reliable security assessment
methodology.

One bottleneck still remaining is the estimation of the actual
minimum time to disaster. Although this study has introduced
a method for evaluating a guaranteed confidence interval, a
quick, reliable, and accurate estimate is yet to be developed.
The �-analysis method is a promising framework in terms of its
simplicity and low computational requirements, and it can be
used in development of a method for reducing the gap between
the process critical time and the security limit time.

The low computational requirements also render the �-anal-
ysis method an ideal method for analysis of distributed-param-
eter systems, which is typically encountered in detailed anal-
ysis of security-sensitive equipment. Tackling the spatial

Table 8. Nonlinear Contribution Matrix (100 Subregions) for Example 2

F V T0 Q M C T Mw

F 0.000 0.773 0.057 1.878 �0.446 0.689 0 �0.382
V 0.773 0.000 0.847 0.732 �1.796 7.767 0 �0.467
T0 0.057 0.847 0.000 2.032 �0.193 2.470 0 �0.143
Q 1.878 0.732 2.032 0.000 �0.104 1.268 0 �0.067
M �0.446 �1.796 �0.193 �0.104 0.000 1.632 0 0.185
C 0.689 7.767 2.470 1.268 1.632 0.000 0 1.903
T 0 0 0 0 0 0 0 0
Mw �0.382 �0.467 �0.143 �0.067 0.185 1.903 0 0.000
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variations of the critical variable is the problem that needs to be
solved for applications to distributed-parameter systems.
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